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Executive Summary

Effective military operations must respond with a mix of forces, anywhere in the world, at a moment’s
notice. The ability for the information technology systems supporting these operations to
interoperate—work together and exchange information—is critical to their success. The lessons learned
from conflicts like Desert Shield/Desert Storm resulted in a new vision for the Department of Defense
(DoD). Joint Vision 2020 (JV 2020) builds upon and extends the conceptual template established by
Joint Vision 2010. JV 2020 guides the continuing transformation of America’s Armed Forces and
recognizes the importance of technical and intellectual innovation to the U.S. Military and its
operations. The DoD Joint Technical Architecture (JTA) is crucial to achieving JV 2020.

The JTA provides DoD systems with the basis for the needed seamless interoperability. The JTA
defines the service areas, interfaces, and standards (JTA elements) applicable to all DoD systems, and
its adoption is mandated for the management, development, and acquisition of new or improved
systems throughout DoD. The JTA is structured into service areas based on the DoD Technical
Reference Model (TRM). The DoD TRM originated from the Technical Architecture Framework for
Information Management (TAFIM) and was developed to show which interfaces and content needed to
be identified. These are depicted as major service areas in the DoD TRM.

Standards and guidelines in the JTA are stable, technically mature, and publicly available. Standards
and guidelines that do not yet meet these criteria, but are expected to mature to meet them in the
near-term (within 3 years), are cited as “emerging standards” in the expectation that they will be
mandated in future versions of the JTA.

The JTA consists of two main parts: the JTA Core, and the JTA domains. The JTA Core contains the
minimum set of JTA elements applicable to all DoD systems to support interoperability. The JTA
subdomains contain additional JTA elements applicable to specific functional domains (families of
systems). These elements are needed to ensure interoperability of systems within each domain but may
be inappropriate for systems in other domains. The current version of the JTA includes domains for
Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance
(C4ISR); Combat Support; Modeling and Simulation; and Weapon Systems. Where subsets of an
application domain (subdomain) have special interoperability requirements, the JTA includes
subdomains containing JTA elements applicable to systems within that subdomain. The intention is that
a system within a specific subdomain adopt the JTA elements contained in the relevant subdomain, the
JTA elements contained in the parent domain, and the JTA elements contained in the JTA Core.

The JTA is complementary to, and consistent with, other DoD programs and initiatives aimed at the
development and acquisition of effective, interoperable information systems. These include DoD’s
Specification and Standards Reform; Implementation of the Information Technology Management
Reform Act (ITMRA); Defense Modeling and Simulation Initiative; Evolution of the DoD TRM;
Common Operating Environment (COE); and Open Systems Initiative.

Development of the JTA is a collaborative effort, conducted by the JTA Development Group (JTADG),
directed by the Technical Architecture Steering Group (TASG), and approved by the Architecture
Coordination Council (ACC). Members represent the DoD Components (Office of the Secretary of
Defense [OSD], the Military Departments, the Office of the Joint Chiefs of Staff [OJCS], the Unified
and Specified Combatant Commands, and the Defense Agencies) and components of the Intelligence
Community.

The JTA is a living document and will continue to evolve with the technologies, marketplace, and
associated standards upon which it is based.
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Section 1: Overview of the Department of Defense
Joint Technical Architecture

1.1 Introduction

Warfighter battlespace is complex and dynamic, requiring timely and informed decisions by all levels
of military command. There is an unprecedented increase in the amount of data and information
necessary to conduct operational planning and combat decision-making. Information concerning
targets, movement of forces, condition of equipment, levels of supplies, and disposition of assets—both
friendly and unfriendly—must be provided to joint commanders and their forces. Therefore,
information must flow quickly and seamlessly among all tactical, strategic, and supporting elements.

Warfighters must be able to work together within and across Services in ways not totally defined in
today’s operational concepts and/or architectures. They must be able to obtain and use intelligence from
national and theater assets that may be widely dispersed geographically. Today’s split-base/reach-back
concept requires them to obtain their logistics and administrative support from both home bases and
deployed locations. All of this requires that information flow quickly and seamlessly among DoD’s
sensors, processing and command centers, shooters, and support activities to achieve dominant
battlefield awareness and move inside the enemy’s decision loop.

The DoD Joint Technical Architecture (hereinafter referred to as the JTA) provides the minimum set of
standards that, when implemented, facilitates this flow of information in support of the warfighter. The
JTA standards promote:

O A distributed information processing environment in which applications are integrated.
O Applications and data independent of hardware to achieve true integration.

O Information transfer capabilities to ensure seamless communications within and across diverse
media.

O Information in a common format with a common meaning.
O Common human-computer interfaces for users.
O Effective means to protect the information.

The current JTA concept is focused on the interoperability and standardization of information
technology (IT).

1.2 Purpose

Section 1 provides an overview of the JTA. It includes the JTA purpose, scope, background, and
applicability; introduces basic architecture concepts; and discusses the selection criteria for standards
incorporated in the document.

Also addressed are the roles of the DoD Technical Reference Model and the Combined
Communications-Electronics Board (CCEB).

The JTA improves and facilitates the ability of our systems to support joint and combined operations in
an overall investment strategy.
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2 Section 1: Overview of the Department of Defense Joint Technical Architecture

The JTA:

O Provides the foundation for interoperability among all tactical, strategic, and combat support
systems.

O Mandates IT standards and guidelines for DoD system development and acquisition that will
facilitate interoperability in joint and coalition force operations. These standards are to be
applied in concert with DoD standards reform.

O Communicates to industry DoD’s preference for open system, standards-based products and
implementations.

O Acknowledges the direction of industry’s standards-based development.
1.3 Scope (Applicability)

The JTA is considered a living document and will be updated periodically as a collaborative effort
among the DoD Components (Commands, Services, and Agencies) to leverage technology
advancements, standards maturity, open systems, commercial product availability, and changing
requirements.

The JTA is critical to achieving the envisioned objective of a cost-effective, seamlessly integrated
environment. Achieving and maintaining this vision requires interoperability:

O Within a Joint Task Force/Combatant Command Area of Responsibility (AOR).
O Across Combatant Command AOR boundaries.

O Between strategic and tactical systems.

O Within and across Services and Agencies.

O From the battlefield to the sustaining base.

O Among U.S., Allied, and Coalition forces.

O Across current and future systems.

This version of the JTA mandates the minimum set of standards and guidelines for the acquisition of all
DoD systems that produce, use, or exchange information. The applicable mandated standards in the
JTA are the starting set of standards for a system, and additional standards may be used to meet
requirements if they are not in conflict with standards mandated in the JTA. The JTA is used by
anyone involved in the management, development, or acquisition of new or improved systems within
DoD. Specific guidance for implementing this JTA is provided in the separate DoD Component JTA
implementation plans. Operational requirements developers are cognizant of the JTA in developing
requirements and functional descriptions. System developers use the JTA to facilitate the achievement
of interoperability for new and upgraded systems (and the interfaces to such systems). System
integrators use it to foster the integration of existing and new systems.

1.4 Background

The evolution of a national military strategy in the post-Cold War era and the lessons learned from
conflicts like Desert Shield/Desert Storm have resulted in a new vision for DoD. Joint Vision 2010
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(JV 2010) is the conceptual template for how America’s Armed Forces will channel the vitality and
innovation of their people and leverage technological opportunities to achieve new levels of
effectiveness in joint warfighting. This template provides a common direction to our Services in
developing their unique capabilities within a joint framework of doctrine and programs as they prepare
to meet an uncertain and challenging future. The Chairman of the Joint Chiefs of Staff said in Joint
Vision 2010, “The nature of modern warfare demands that we fight as a joint team. This was important
yesterday, it is essential today, and it will be even more imperative tomorrow.”

Joint Vision 2010 creates a broad framework for understanding joint warfare in the future, and for
shaping Service programs and capabilities to fill our role within that framework. JV 2010 defines four
operational concepts: Precision Engagement, Dominant Maneuver, Focused Logistics, and Full
Dimensional Protection. These concepts combine to ensure that American forces can secure Full
Spectrum Dominance, i.e., the capability to dominate an opponent across the range of military
operations and domains. Furthermore, Full Spectrum Dominance requires Information Superiority,
i.e., the capability to collect, process, analyze, and disseminate information while denying an adversary
the ability to do the same. Interoperability is crucial to Information Superiority.

Recognizing the need for joint operations in combat and the reality of a shrinking budget, the Assistant
Secretary of Defense (Command, Control, Communications, and Intelligence) (ASD[C3I]) issued a
memorandum on 14 November 1995 to Command, Service, and Agency principals involved in the
development of Command, Control, Communications, Computers, and Intelligence (C41) systems.
This directive tasked them to “reach a consensus of a working set of standards™ and “establish a single,
unifying DoD technical architecture that will become binding on all future DoD C4I acquisitions” so
that “new systems can be born joint and interoperable, and existing systems will have a baseline to
move toward interoperability.”

A Joint Technical Architecture Working Group (JTAWG), chaired by ASD(C31), was formed, and its
members agreed to use the U.S. Army Technical Architecture (ATA) as the starting point for the JTA.
Version 1.0 of the JTA was released on 22 August 1996 and was immediately mandated by the Under
Secretary of Defense, Acquisition and Technology (USD[A&T]) and ASD(C3I) for all new and
upgraded C4I systems in DoD.

JTA Version 2.0 development began in March 1997 under the direction of a Technical Architecture
Steering Group (TASG), co-chaired by ASD(C3I) and USD(AT&L) Open Systems Joint Task Force
(OSJTF). The applicability and scope of Version 2.0 of the JTA was expanded to include the
information technology in all DoD systems.

JTA Version 3.0 development began in June 1998. JTA Version 3.0 includes additional subdomains and
incorporated the newly developed DoD Technical Reference Model (DoD TRM). JTA Version 3.1
mandated a Gigabit Ethernet standard.

JTA Version 4.0 development began in November 1999. JTA Version 4.0 removes the Orange Book
mandate and mandates the Common Criteria.

1.5 Architectures Defined

The C4ISR Architecture Framework (CAF) provides information addressing the development and
presentation of architectures. The framework provides the rules, guidance, and product descriptions for
developing and presenting architectures to ensure a common denominator for understanding,
comparing, and integrating architectures across and within DoD.
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4 Section 1: Overview of the Department of Defense Joint Technical Architecture

An architecture is defined as the structure of components, their relationships, and the principles and
guidelines governing their design and evolution over time. DoD has implemented this by defining an
interrelated set of views: operational, system, and technical. Figure 1-1 shows the relationship among
the three views. The definitions are provided here to ensure a common understanding of the three
views.!

Operational
View

Identifies Warfighter
Relationships and Information Needs

Specific Capabilities | Technical

Svystems Identified to Satisfy — echnica
M Information-Exchange View
View Levels and Other

Operational Requirements

Relates Capabilities and Characteristics Prescribes Standards and

Technical Criteria Governing
Interoperable Implementation/

@ procurement of the Selected
System Capabilities

to Operational Requirements Conventions

Figure 1-1: Architecture Views Relationships
1.5.1 Operational Architecture View

The operational architecture (OA) view is a description of the tasks and activities, operational elements,
and information flows required to accomplish or support a military operation.

It contains descriptions (often graphical) of the operational elements, assigned tasks and activities, and
information flows required to support the warfighter. It defines the types of information exchanged, the
frequency of exchange, which tasks and activities are supported by the information exchanges, and the
nature of information exchanges in detail sufficient to ascertain specific interoperability requirements.

1.5.2 Technical Architecture View

The technical architecture (TA) view is the minimal set of rules governing the arrangement, interaction,
and interdependence of system parts or elements, whose purpose is to ensure that a conformant system
satisfies a specified set of requirements.

The technical architecture view provides the technical systems implementation guidelines upon which
engineering specifications are based, common building blocks are established, and product lines are
developed. The technical architecture view includes a collection of the technical standards,

" These definitions are extracted from the C4ISR Architecture Framework 2.0. The definitions and the products required by the

framework focus on information technology. However, the concepts described can be applied to a wide range of technologies.
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conventions, rules, and criteria organized into profile(s) that govern system services, interfaces, and
relationships for particular systems-architecture views and that relate to particular operational views.

1.5.3 Systems Architecture View

The systems architecture (SA) view is a description, including graphics, of systems and
interconnections providing for, or supporting, warfighting functions. For a domain, the systems
architecture view shows how multiple systems link and interoperate, and may describe the internal
construction and operations of particular systems within the architecture. For the individual system, the
systems architecture view includes the physical connection, location, and identification of key nodes
(including materiel-item nodes), circuits, networks, warfighting platforms, etc., and it specifies system
and component performance parameters (e.g., mean time between failure, maintainability, availability).
The systems architecture view associates physical resources and their performance attributes to the
operational view and its requirements following standards defined in the technical architecture.

1.6 Relationships between the C4ISR Architecture Framework 2.0 and the DoD JTA

The C4ISR Architecture Framework defines the technical architecture view and a set of standard
technical products for DoD use. The JTA is one of the Universal Reference Resources named in the
CAF. The JTA is the primary source document to the essential and supporting Technical Architecture
products defined in the C4ISR Architecture Framework. Standards chosen from the JTA and other
sources to meet system and operational requirements are incorporated into the technical architecture
View.

1.7 Document Organization
The JTA is organized into a main body, followed by domains, subdomains, and a set of appendices.
1.7.1 General Organization

The main body identifies the “Core” set of JTA elements consisting of service areas, interfaces, and
standards. The JTA Core establishes the minimum set of rules governing information technology across
all DoD systems. Additional domain-specific mandates are found in the corresponding domains and
subdomains. They include standards for information processing, information transfer, the structure of
information and data, human-computer interface for information entry and display, and information
system security. Information technology includes any equipment or interconnected system or
subsystem of equipment used in the automatic acquisition, storage, manipulation, management,
movement, control, display, switching, interchange, transmission, or reception of data or information.
Each section of the main body, except for the overview, is divided into four subsections as follows:

O Introduction, Purpose, Scope, and Background: These subsections are for information purposes
only. They define the purpose and scope of the document and the section and provide
background descriptions and definitions that are unique to this section.

O Service Area and Services: This subsection describes the technical overview of the Services in
this section.

O Mandated Standards: This subsection identifies mandatory standards or practices. Each
mandated standard or practice is clearly identified on a separate bulletized (®) line and includes
a formal reference citation suitable for inclusion within Requests for Proposals (RFPs),
Statements of Work (SOWs), or Statements of Objectives (SOOs).
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O Emerging Standards: This subsection provides an information-only description of standards
that are candidates for possible addition to the JTA mandates. Each emerging standard is clearly
identified on a separate dashed () line. The purpose of listing these candidates is to help the
program manager determine those areas likely to change in the near term (within three years)
and suggest those areas in which “upgradability” should be a concern. The expectation is that
emerging standards will be elevated to mandatory status when implementations of the
standards mature. Emerging standards may be implemented, but shall not be used in lieu of a
mandated standard.

1.7.2 Information Technology Standards

The JTA Core, or main body, addresses commercial and Government standards common to most DoD
information technology, grouped into categories each of which addresses a set of functions common to
most DoD IT systems. The information technology categories are:

O Information Processing Standards: Section 2 describes Government and commercial
information processing standards DoD uses to develop integrated, interoperable systems that
meet the warfighters’ information processing requirements.

O Information Transfer Standards: Section 3 describes the information transfer standards and
profiles that are essential for information transfer interoperability and seamless
communications. This section mandates the use of the open systems standards used for the
Internet and the Defense Information System Network (DISN).

O Information Modeling, Metadata, and Information Exchange Standards: Section 4 describes the
use of integrated information modeling and mandates applicable standards. Information
modeling consists of activity, data, and object modeling. This section explains the use of the
DoD Command and Control (C2) Core Data Model (C2CDM) and the Defense Data
Dictionary System (DDDS), formerly the Defense Data Repository System (DDRS). This
section also mandates information standards, including message formats.

O Human-Computer Interface Standards: Section 5 provides a common framework for
Human-Computer Interface (HCI) design and implementation in DoD systems. The objective
is the standardization of user interface implementation options, enabling DoD applications to
appear and behave in a reasonably consistent manner.

O Information Security Standards: Section 6 prescribes the standards and protocols to be 